NudopmanoHHAas MAMATKA J1JI 00yYAKOIIUXCH
C KkaxaplM TOJOM MOJIOACKU B HUHTEPHETE CTAHOBUTHCS OOJbIIE, a
LIKOJIBHUKU OJHU M3 CaMbIX AaKTUBHBIX IOnb3oBarene PyHera. Mexny Ttewm,
MIOMUMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U TPOOJIeMbl. ITa
ImaMsTKa JIOJDKHA ITOMOYb TeOe 0€30I1acCHO HaXOAUTLCS B CETH.

Komn blomepHble 8UPYCHL

KomnbroTepHblld BUPYC — 3TO Pa3sHOBUAHOCTb KOMITBIOTEPHBIX MPOrpamM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SIBJIIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononneHue k 3TOMy, BUPYCHI MOTYT MOBPEAUTH WU MOJHOCTHI) YHUUYTOXKHUTH
Bce (pailsibl U JaHHbIE, TOAKOHTPOJIBHBIE MMOJIB30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amylleHa 3apaXEHHas NporpaMMa, a TakKe MOBPEAUTh WIH J1a)K€ YHUUYTOXKHUTh
OIEpallMOHHYI0 CUCTEMY CO BceMM (paiiiamu B LeJOM. B GOnbLIMHCTBE CilydaeB
PaCIpPOCTPAHSIOTCS BUPYChI UEPE3 UHTEPHET.

MeTo1bl 3alTUThI OT BPEIOHOCHBIX MPOTPAMM:

1. Ncnonb3yidi  COBpEMEHHBIC  OICPAIMOHHBIC  CHUCTEMBI, HMMCIOIIHEC
CEPhE3HBIN YPOBEHB 3aITUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocTossHHO ycTaHaBnuBail mauytu (UUGPOBBHIE 3aIUIATKH, KOTOPbIE
ABTOMATUYECKH YCTAHABJIMBAIOTCA C IIEJIbIO JOPAOTKU MPOTPaMMBbl) H
npyrue oOHOBJIEHUS CBOEH onepalimoHHON cucTemMbl. CKaunBaii X TOIBKO
¢ oduimanbHoro caira paspaborunka OC. Ecnm cymiectByeTr pexum
aBTOMAaTHUYE€CKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpPE II0J] MpaBaMU TOJb30BaTEIsA, a HE
aIMUHUCTpAaTOpa. ODTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM HHCTAJUTMPOBATHCS HA TBOEM MEPCOHATILHOM KOMITBIOTEPE;

4. Vcions3yii aHTUBHPYCHBIE TMPOTPAMMHBIE TPOAYKTHl H3BECTHBIX

IIPOU3BOUTENIEH, C aBTOMATHUYECKUM OOHOBJICHHEM 0a3;

Orpannyb GU3UYECKUI JOCTYN K KOMIBIOTEPY JJI TIOCTOPOHHUX JTUIL;

6. Hcmonp3yit BHEIIHUE HOCUTENU WHMOPMAINK, TaKue Kak (hIeriKa, TUCK
Wi (ailyl U3 HHTepHETA, TOJIBKO U3 MPOQPEPEHHBIX UCTOUYHUKOB,

7. He otkpbIBaii KOMIBIOTEpHBIC (HaIIbI, MONYYCHHBIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxe Te (haiinbl, KOTOpBIE MpUCIIal TBOW 3HAKOMBIN. Jlyurie
YTOYHU Y HET0, OTIPABIISLI JIU OH TeOe HX.

o1

Cemu WI-FI

Wi-Fi - 510 He BuJ Iepeaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHI,
Mapka. Eme B 1991 roay Hunepnanjickasi KOMIIAHHS 3aperUCTpUpOBasia OpeHI
«WECA», uto o0o3nauano cnoBocouetanue «Wireless Fidelity», kotopsiit
MEPEBOJUTCA KaK «0eCpOBOAHAS TOYHOCTHY.
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Jlo Hailero BpeMeHH Jouuia apyras abopeBuarypa, KoTopast IBJIsSETCs TaKOU
xKe TexHonorued. Jto abbOpeBuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO JaHO ¢
HaMEKOM Ha CTaHAapT BeICIIN 3ByKoBoi TexHukH Hi-Fi, uTo B mepeBoje o3Havaer
«BBICOKAsI TOYHOCTHY.

Jla, OecriaTHBIM MHTEPHET-IOCTYN B Kade, OTeIX U adpOIopTax SBISICTCS
OTJIMYHON BO3MOKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, UTO
obmenoctynasie Wi-Fi ceTu He ABIsItOTCSI 6€30MaCHBIMU.

CoBeThbl 10 Oe30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

1. He nepenasaii cBO JIMUHYIO HH(DOPMALIHIO Yepe3 oomeaocTynHbie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeIbHO HE BBOJAUTH MAPOJIN JOCTYIA, JTOTHHBI
U KaKue-TO HOMEDA;

2. Wcnonb3yit 1 0OOHOBIISIIE aHTUBUPYCHBIE IPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonnb3zoBanuu Wi-Fi ortkmioun Qysnknuio «OOummit gocrynm K
datinam u npunTepam». JlaHHAS (QYHKIUSA 3aKpbiTa 10 YMOJYaHUIO,
OJIHAKO HEKOTOpbIE TMOJb30BATENM AaKTUBHPYIOT €& nisi ynoOcTBa
UCITOJIb30BaHUS B paboTe WK y4eoe;

4. He wucnonw3yét nyomuuneii WI-FI g1 mepemaum JUYHBIX JaHHBIX,
HAIpUMep IS BBIXO/Ia B COLMATIbHBIE CETH WU B AJIEKTPOHHYIO MOUTY;

5. HNnonwp3y# TosbKO 3amuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkaoun ¢yHkiuio «llogkmodenne k Wi-Fi
aBpToMaruyeckn». He gomyckaik aBTOMATHYECKOTO MOAKIKOYCHUS
ycTpoiicTBa k cetsiMm Wi-Fi 6e3 TBoero cornacus.

COl(uaJleble cemu

ConmanbHble CETH aKTUBHO BXOJIST B HAIlly KM3Hb, MHOTHE JIIOJIM PadOTaIOT
U KUBYT TaM IIOCTOSIHHO, a B Facebook y»ke 3aperncTpupoBaH MUJLIHAP/T YEIIOBEK,
YTO SBJISICTCS OJTHOM CEIbMOM BCEX JKHUTeNel miaaHeThl. MHOTHE MoJb30BaTe/Id HE
MOHUMAIOT, YTO MHGOpPMAIKs, Pa3MEIICHHAs UMH B COIIHAIBHBIX CETAX, MOXKET
OBITh HaliZicHAa W HCIOJb30BaHA KEM YTrOJHO, B TOM YHCJIE HE 0053aTEIBHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIMABHBIX CETAX:

1. Orpannub CIHCOK Jpy3ei. Y TeOs B IPYy3bsX HE TOHKHO OBITh CITydalHBIX
1 HE3HAKOMBIX JIOJICH;

2. 3ammmai CBOIO YacTHYIO >XKM3Hb. He ykaswiBail maponu, TenedoHsI,
aapeca, AaTy TBOETO POXACHHUS M JAPYTyI0 JUYHYIO HH(POPMAIIUIO.
31MOYMBITIUICHHUKH MOTYT HCTIOJIB30BaTh Jake WH(HOPMAIIHIO O TOM, KaK
THI U TBOU POJUTENH INIAHUPYETE MPOBECTH KAHUKYJIBI,
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3. 3amuinaii CBO penyTalHtIo - IEpKH €€ B YUCTOTE U 3aJ1aBail cede BOompoc:
X0Ten ObI Thl, YTOOBI APYTHE MOJIB30BATENN BUACIHU, YTO Thl 3arpyKaeuib ?
[lonymaii, mpexJie 4em 4To-TO OMyOJIMKOBaTh, HAIIUCATh U 3arPy3UTh;

4. Ecnu Tbl TOBOPHUILB C JIOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE
peanbHOe UMA U JPYTYIO JIMYHYI0 HH(OPMAUU: UMSI, MECTO JKUTEIbCTBA,
MeCTO y4eObl U IIpoyee;

5. U36erait pazmemenus ¢otorpaduii B InTepHere, T/ie Thl M300pakeH Ha
MECTHOCTH, 10 KOTOPOM MOYHO OINpPEAEIUTh TBOE MECTOMOJIOKEHHUE;

6. [Ipu perucrtpanuum B COLMAIBHOM CETH HEOOXOJUMO HCIOJIb30BaTh
CJIOXHBIE MAPOJIU, COCTOSIIIME U3 OYKB M LIU(Dp U ¢ KOTMYECTBOM 3HAKOB
HE MEHee §;

/. lnsg couuMambHOM CeTH, TMOYTHl M JPYTUX CaUTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble mapoiu. Torga ecnu TeOs B3JIOMAKOT, TO
3JI0YMBIIIUIEHHUKH MOJIYYaT AOCTYN TOJIBKO K OJTHOMY MECTY, a HE BO BCE

cpasy.
Anexkmponnsle denveu

DNEeKTPOHHBIE JIGHBI'W — A3TO OYCHb YAOOHBIA CIOCOO TIaTex e, OaHAKO
CYIIECTBYIOT MOIICHHUKH, KOTOPBIC XOTAT MOJYYNUTh 3TH JACHBIH.

9H€KTpOHHBI€ JACHBI'H ITIOABHUJIIMCH COBCCM HCaBHO U UMCHHO H3-3a OTOI'O BO
MHOT'HUX I'oCyaapCTBax A0 CUX ITIOP HC MPOIMHUCAHO IIPO HUX B 3dKOHAX.

B Poccun ke oHM G YHKIIMOHUPYIOT U O HUX yKE TPOITUCAHO B 3aKOHE, IJIC UX
pa3aeiaioT Ha HECKOJIBKO BHJIOB — aHOHUMHBIC M HE aHOHMMHBIC. Pa3HHIIA B TOM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3peliacTcs MPOBOJUTH Omeparuu 0e3
UACHTH(UKALIUK T10JIb30BaTENIsA, 2 B HCAHOHUMHBIX HJCHTU(UKAIINHU TTOJIH30BATEIIS
SIBJISIETCS 00513aTEIbHOIA.

Taxxe crnemyer pasnuyaTh dSIEKTpOHHBIE (uaTHbIE ACHBIU (pPaBHBI
rOCYy/IapCTBEHHBIM BaJlfOTaM) M JJIEKTPOHHBIE He(pUATHBIC JEHBIU (HE DPaBHBI
rOCYJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 O€30MaCHON PadOTe C IEKTPOHHBIMH JICHbIAMMU:

1. TlpuBsixu K c4eTy MOOMITBHBIN TeIePOH. ITO CaMbIil yIOOHBIN 1 OBICTPHIT
croco0 BOCCTAaHOBHUTH JIOCTYII K cueTy. [[puBs3anHbIii TeaedOH MOMOXKET,
ecnu 3a0yAenib CBOM IUIATEKHBIM MapoJib WM 3aijielllb Ha CalT C
HE3HAKOMOTI'0 YCTPOWCTBA;

2. Ucnonp3yit omHOpaszoBble maponu. l[locie mepexona Ha YCHUICHHYIO
aBTOpu3alMio Tebe yke He OyIeT yrpoxkaTh OMACHOCTb KPaXKH WIIH
nepexBara MaaTeKHOro Mapois;

3. Beibepu crmoxsbiii maponb. [Ipectymamkam OynmeT HE MPOCTO yrajaaTh
CJOKHBIN napoJib. HaziesxHble maposii — 3TO MapoJik, KOTOPBIE COIepKaT
HE MEHee § 3HAKOB M BKJIIOYAIOT B c€0sl CTPOUHbIE U IPOMKUCHBIE OYKBBHI,
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4.

nudpbel ¥ HECKOJbKO CHUMBOJIOB, TakKM€ KakK 3HaK jaojuiapa, (yHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;
He BBOIM CBOM NTMYHBIE TAaHHBIE HA CalTaX, KOTOPHIM HE JIOBEPSICUIb.

Qnekmponnaﬂ nouma

DIIEKTPOHHAS OYTAa — ATO TEXHOJIOTUS U MPEIOCTABISIEMBIE €10 YCIYTH 110
MEPECHUIKE U MOJYUYCHHIO AJIEKTPOHHBIX COOOIIEHUM, KOTOPhIE paclpeesstoTcs B
KOMITbIOTEpHON ceTu. OOBIYHO HJIEKTPOHHBIM TMOYTOBBINM SIITUK  BBITJISIUT
CIEAYIOINM 00pa30oM: UMS_TOJIb30BATENA(@UMSL_JoMeHa. Takke KpoMme nepeaadn
IPOCTOT0 TEKCTa, UMEETCSI BO3MOXXHOCTh TIepeaBath (paiiibl.

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ INEKTPOHHOM MOYTOM:

1.

Hano BbIOpaTh mpaBuiIbHBIM MOYTOBBIA cepBUC. B HHTepHETE ecTh
OTPOMHBIN BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4lle
JOBEPATH TEM, KOT'0O 3HACIIb U KTO MEPBbII B PEUTUHTE;

He yxa3biBaii B TMyHOM noyTe JIWYHYyI0 HH(popmanuio. Hampumep, mydie
BbIOpATh «MY3bIKANBHBINA _(haHaT@» nuiu «pok2013» BMecTo «remal3;
Hcnonp3yid ABYXA3TalHYIO aBTOPU3ALMIO. JTO KOrJa MOMUMO MapoJs
HY’KHO BBOAUTH KOJ, IPUCBHUIaeMbIil 10 SMS;

Br16epu cioxHbIN naposib. J{i1s Kak0ro MOYTOBOIO SIIMKA JOJKEH ObITh
CBOM HAJICKHBIN, YCTOMYHUBBINA K B3JIOMY NapOJIb;

Ecan ectp BO3MOXHOCTH HAmIMCaTh CaMOMY CBOW JIMYHBIM BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOXKHOCTb;

Hcnone3yll HECKOJBKO TMOYTOBBIX SIIUKOB. [lepBwii mjisi 4acTHOM
IEPENHUCKU C agpecaTaMH, KOTOPBIM Thl JOBEpsielIb. JTO AJIEKTPOHHBIN
ajZipec He HaJ0 UCIOJIb30BaTh MPU PETUCTPALIMU HA OpyMax U calTax;
He otkpeiBail ¢aiiibl U apyrue BIOKEHHS B MUChMax Jake €ClId OHU
HPULIUINA OT TBOMX JIpy3eil. JIyuriie yrouHu y HuX, OTHpaBIIsIN JIM OHU TeOe
9TH (pailibl;

[locne oxoHuaHus pPabOTBI Ha MOYTOBOM CEPBHUCE MEpe] 3aKPHITUEM
BKJIQJIKU C CAUTOM HE 3a0y/Jlb HA)KaTh Ha « BBIATHY.

Kubepoyanunz unu eupmyaivnoe uzoeeamenbCcmeo

KubepOymmuHar —  mpecieoBaHUE  COOOMICHHSMH,  COJEpIKaIlUMU
OCKOpOJIeHUS], arpeccuio, 3aIyTUBaHUE; XyJINTAHCTBO; COIIMAJIBHOE
OOMKOTUPOBAHKE C TTOMOIILIO PA3IMYHBIX HHTEPHET-CEPBUCOB.
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OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiicsa B 60i1. JIyummuii crioco6: mocOBETOBAaThCS Kak ceOsl BECTH H,

€CJIM HEeT TOTr0, K KOMY MOKHO OOpaTUThCS, TO BHA4alle YCHOKOUTHCS.

Ecnu ThI HauHELIb OTBEYATH OCKOPOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO

emie OoJbllie Pa30iOKeb KOHDIUKT;

VYnpasinstii cBoelt kubeppenyraiuei;

3. AHOHUMHOCTH B ceTH MHUMas. CyllecTBYIOT CHOCOOBI BBISCHUTb, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He cTrouT BeCTM XyJIMIraHCKUH 00Opa3 BUPTyaJbHOW XU3HU. WHTEepHET

(GuKcHpyeT Bce TBOU JEHCTBUS U COXPAHSET UX. Y IaJUTh UX OyJeT KpaiiHe

3aTPyIHUTEIBHO;

Cobumroaii cBOW BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHuuyHblii HeratuB. OIHOPa30BbIE OCKOPOUTENbHbBIE
COOOIIeHHS JIydllle UTHOpUpoBaTh. OOBIYHO arpeccusi MpeKpauaeTcs Ha
HaYaJIbHOM CTaJuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIICHHUSIMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOKHOCTh OJIOKUPOBKH OTIIPABKH COOOIICHUI
C OTIpPEJICIICHHBIX aJIPECOB;

8. Ecnm TbI cBUnETENh KNOEpOyinHra. TBOM IEMCTBUS: BHICTYIIUTD IPOTUB
npecienoBaTensd, IOKa3aTb €My, YTO €ro JAEeMCTBHUA OLEHUBAIOTCSA
HETaTUBHO, NOJJEpXkaTb >KEPTBY, KOTOPOW HyXHa ICHUXOJIOTMYEcKas
IIOMOIIIb, COOOIUTE B3pOCIBIM O (PaKTE arpeCCUBHOIO IIOBEJICHUS B CETH.

N

o

Moobunvuwiit menegon

CoBpemeHHbIC cMapTHOHBI U TUTAHIIETHI COJIEPKAT B ce0€ BIOJIHE B3POCIIBIN
GyHKIIMOHAJI, W TENmeph OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH
KoMIibloTepaMu. OHAaKO, CPEACTB 3aITUTHI JJI MTOJO0HBIX YCTPOUCTB MOKA OYEHb
Masio. TecTupoBaHuE U OUCK YA3BUMOCTEH B HUX MPOUCXOJUT HE TAK MHTCHCUBHO,
kak st T1K, To e camoe kacaeTcss 1 MOOMIIBHBIX TTPUIIOKCHHH.

CoBpemeHHBIE MOOWJIBHBIE Opay3epbl YK€ TPAKTUYECKH JOTHAIU
HACTOJIbHBIE AaHAJIOTH, OJHAKO pacimiMpeHue (yHKIHMOHAJIa BIEYET 3a COOOM
OOJBIIYIO CIIO)KHOCTh U MEHBIITYIO 3aIUIIIEHHOCTD.

Jlaneko He Bce MPOW3BOAWTENN BBIMTYCKAIOT OOHOBJICHHMSI, 3aKPHIBAIOIINC
KPUTHYECKUE YA3BUMOCTH JJIs1 CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MTaCHOCTH MOOMIBLHOTO TenedoHa:

1. Huyero He sBisieTCS TO-HACTOSIIEMY OecCIIaTHBIM. byas ocTopoxeH,
BeJlb Korja Tebe mpeasaraloT OecriaTHbI KOHTEHT, B HEM MOTYT ObITh
CKPBIThI KAKHE-TO MIATHBIC YCIYTH;

2. Iymaii, mpexae dem oTmpaButh SMS, ¢hoto wnmm Bumeo. Thl TOYHO
3Haellb, I/I€ OHU OyAyT B KOHEYHOM UTOTrE?

3. HeoOxoammo 0OHOBIISTH OMEPAITMOHHYIO CHCTEMY TBOETO cMapTQOHa;
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Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI J1J1s1 MOOMIIBHBIX T€JIE(POHOB;

He 3arpy»xaii npuioxeHusi OT HEU3BECTHOI'O UCTOYHUKA, BEIb OHU MOTYT

coJiepKaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIIEUEHHUE;

6. Ilocie Toro Kak Thl BBIIICIIb C CaiiTa, IJ1€ BBOAWI JIMYHYIO HH(OPMAIIHIO,
3aiiin B HACTPOiku Opay3epa u yaaiu cookies;

7. Ilepmonuuecku mnpoBepsii Kakue IUIATHBIE YCIYTW aKTUBUPOBAHBI Ha
TBOEM HOMEpE;

8. [aBaii cBoif HOMEp MOOMIBHOTO TenaedoHa TOJIBKO JIOJSM, KOTOPBIX Th
3HACIlIb U KOMY JI0BEpSIEIIb;

9. Bluetooth nomken ObITh BBIKIIIOYEH, KOTJa Thl UM HE Toib3yemibes. He

3a0bIBail MHOTIAa TPOBEPATH ITO.

o s

Online uzput

COBpeMeHHBIC OHHaﬁH-HFpBI — 9TO KpaCO4YHBIC, 3aXBaTbIBAOIIHC
Pa3BJICUCHHNA, 06’BCJII/IHSIIOIIII/IG COTHH TbICAY 4YCJIOBCK II0 BCCMY MHUDY. HFpOKI/I
HCCIICAYIOT JIaHHI)If/i UM MHUD, 06IIIaIOTCH Apyr € APYyrom, BBIIIOJHAKOT 3aJddaHUA,
CpaXaroTCd € MOHCTpaMHU H II0JY4YarOT OIIBbIT. 3a YAOBOJBCTBHUC OHHU IIJIATAT:
IMOKYIIAOT AUCK, OIIAYUBAXOT a0OHEMEHT MJIN HpI/IO6p€TaIOT KaKHuC-TO OIIIHH.

Bce ot cpenctBa unyT Ha mojAepKaHue U Pa3BUTHE UTPHI, a TAKXKE HA camy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIE
naTuu (u@poBBIE 3aIUTATKYU JJIS POTPaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no100HbIX UTpax CTOUT OIacaThbCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)kdl TBOETO TapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AlMU OOJIBIIMHCTBA
Urp.

OcHOBHBIE COBETHI MO OE30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu apyro#t urpok Benet cedsl MIoXo WIH CO37aeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

[Toxanmylicst aAIMUHHACTPATOPAM UI'PBI HA II0X0E ITOBEAEHUE ITOTO UTPOKA,
YKEJIATEJIbHO MPWIOKUTh KaKUE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

He yxa3zpiBaii nuuHyo uHGOpManuio B podaiiie urpsr;

YBaxal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouimanbHble TaTYU U MOJBI,;

Hcnonb3yli clI0)KHBIE U pa3HbIE APOJIH;

Jla’xe BO BpeMs UIpbI HE CTOUT OTKJIIO4aTh aHTUBUPYC. [1oka ThI urpaemis,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

no

No ko

Duuiunz unu Kpadica JiudHblX OAHHBIX

OObIuHOM Kpaxkel JAeHer U JOKYMEHTOB CETOJHS YK€ HUKOrO He yIUBUIIIb,
HO C pPa3BUTHEM HHTEPHET-TEXHOJIOTUU 3JOYMBIIUICHHUKN MEPEMECTHINCH B
WHTEPHET, U MPOJO0JIKAIOT 3aHUMATHCS IFOOUMBIMY JICJIOM.
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Tak mnosBWIach HOBas Yrpo3a: WHTEPHET-MOILLIEHHUYECTBA WM (DULIUHT,
IJIaBHAs LEJb KOTOPOrO COCTOUT B MOJYYEHUHM KOHPUACHIMAIbHBIX JdaHHBIX
M0JIb30BaTeNIeld — JIOTMHOB U maposieid. Ha anrnuiickom si3pike phishing unraercs
kak ¢pumuHr (ot fishing — pe16Has nomus, password — naposb).

OcHOBHBIE COBETHI IO 0OpbOE C (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl mojo3peBaelib, 4TO TBOSI aHKETa
OblTa B3JIOMaHa, TO HEOOXOIMMO 3a0JOKHpPOBAaTb €€ U COOOUIUTH
aMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonb3yii Oe3omacHbie BeO-CallThl, B TOM YKCIie, MHTEPHET-Mara3uHoB U
OMCKOBBIX CUCTEM;

3. Ucnonw3yil cinoxHble W pa3Hble napoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU MOJYy4YaT IOCTYI TOJIBKO K OJIHOMY
TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecnu Tebsi B3jOMald, TO HEOOXOAMMO TNPEIyNpeauTh BCEX CBOUX

3HAKOMBIX, KOTOpbIE J00aBlieHbl Yy TeOsl B NIPYy3bsAX, O TOM, YTO TeOs

B3JIOMAJIM MU, BO3MOXXHO, OT TBOEr0 MMEHHM OyJIET pacchlIaThCs cIaM U

CCBUIKM Ha (DUILIMHTOBBIEC CAWTHI;

YcranoBu HaaexHbIM mapoiasb (PIN) Ha MoOMIBHBIHN TenedoH;

OTkiroun coxpaHeHue naposisi B opaysepe;

7. He oTkpsiBail ¢aiimpl U Ipyrue BIOKEHHS B MHUCbMaX Ja)Ke €CU OHU
IPUILITH OT TBOMX JApy3ei. JIyule yTouHu y HUX, OTIPABIISIIN JIU OHU TeOe
9THU (HaiIIbL.

o o

Hudgposaa penymayusn

[udposas permyTarius - 5T0 HEraTUBHAS WU MO3UTHUBHASI HH(OPMAITUS B CETH
o tebe. Kommpomerupyromas uHpopMalus pa3MelleHHass B MUHTEPHETE MOXKET
CEphE3HBIM 00pa30oM OTpa3uThcs Ha TBOeW peanbHOM xu3HH. «lludponas
penyTanus» - 3T0 TBOM UMUK, KOTOPBIH opMupyetcst u3 nHhopMaiuu o Tede B
UHTEpPHETE.

TBoe MecTo IKHUTENbCTBA, Yy4ueObl, TBOE (DMHAHCOBOE IOJOKEHUE,
0COOEHHOCTH XapaKTepa M paccKa3bl O OJIM3KUX — BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCATCS K NYOJHMKAlUM JIMYHON
uHpopmanuu B VIHTepHETE, HE MOHMMAas BO3MOXKHBIX MOCIEACTBUN. ThI gaxke HE
CMOJKEIITb J0TafaThCcs O TOM, 4TO doTorpadus, pa3MeneHHas 5 JIeT Ha3ajl, cTaia
NPUYMHON OTKa3a MPUHSTH T€OS Ha padoTy.

KommenTtapuu, pazmenienre TBoux Gororpaduii u Apyrue IeMcTBUS MOTYT
HE HUCYE3HYTh JIAKE MOCJIE TOr0, KaK Thl UX yAAIUIIb. Thl HE 3HACHIb, KTO COXPaHUII
3Ty UHGOpMaIKIO, TIOTNaIa JIK OHA B MIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIK OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOe OKpYrKaroliee JIFA1, KOTOpble HAUAYT U YBUJSAT 3TO.
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Haiitu uHdopManuioo MHOroO JIeT CHOyCTs CMOXET JII00OM — Kak U3 J00phIX
MOOYKJIEHHUM, TaK U C HAMEPEHUEM TPUUUHUTD BpeJl. ITO MOXKET OBITh KTO YTOJTHO.

OcCHOBHBIE COBETHI MO 3alIUTe HU(POBOI permyTanuu:

1. Tlonymaii, mpexae yeM 4To-To MyOJMKOBATh U NepeaaBaTh y ceds B O1o0re
WM B COLMAJIbHOM CETH;

2. B mactpoiikax npoduiisi yCcTaHOBH OTpaHUYEHHs] HA MPOCMOTP TBOETO
npoduIIs U ero COAEPKUMOTO, CAENAN €ro TOJIbKO «JI IpYy3eily;

3. He pa3memaii u He yka3piBail HH(pOpPMaIIHUIO, KOTOpask MOXKET KOro-Imoo
OCKOPOJIATH WIJIK OOMKATh.

Aemopckoe npago

CoBpeMeHHBIE  IIKOJBHUKH—  aKTUBHBbIE  TIOJb30BaTeNd  LU(PPOBOTO
npoctpaHcTBa. OOHAKO JAJIEKO HE BCE 3HAKT, 4YTO II0JB30BAHUE MHOTMMHU
BO3MOXKHOCTAMH  IudpoBoro  Mupa TpeOyeT  CcOOJIOJeHuss TMpaB  Ha
UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIUIEKTyaJIbHAsE COOCTBEHHOCTH» OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHSIM YEJIOBEUYECKOTO yMa, HauyWHAsg C HOBBIX H300pETEeHH W 3HAKOB,
0003HavYaIoIUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTW , U 3aKaHUMBAasi KHUTAMH,
dotorpadusimu, KUHOGUITEMAMU U MY3bIKAJIbHBIMU TPOU3BEACHUSIMHU.

ABTOpCKHE TIpaBa — ATO MpaBa Ha MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb Ha
IPOU3BENICHHS HAYKH, JIUTEPATYpbl U UCKYCCTBA. ABTOPCKHUE IpaBa BBICTYMAIOT B
KayecTBE TapaHTUU TOTO, YTO HWHTEJUICKTYaJbHBIN/TBOPUECKHUN TPyl aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeIJMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETO TPyHa, MOJYyYUTh HW3BECTHOCTh W Npu3HaHue. Hukro 6e3
pa3pelleHHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MNPOU3BEICHUE,
paclpoCTpaHsITh, IMYyOJIMYHO JIEMOHCTPUPOBATh, MPOJAaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJWYHO HCIOIHATH, MOKA3BIBATH/UCIIONHATh B dUPE WIH
pa3mewars B IHTEpHETE.

Hcnonp3oBanue «IUPATCKOTO» TMPOTPAMMHOTO  OOECTICUEHUsS MOXKET
NPUBECTM K MHOTMM pPHCKaM: OT NOTEPU JAHHBIX K TBOMM aKKayHTaM Ji0
OJIOKMPOBKH TBOETO YCTPOMCTBA, TJI€ YCTAHOBIICHHBIN HE JieraibHas mporpamMma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYET JieTajbHbIE U OECIUIaTHBIE MPOTrPAMMEBI,
KOTOPBIE MOXHO HAUTH B CETH.

O nopmane

CeteBH4OK.p(h — TBOM TJIABHBIM COBETUYMK B CETH. 3/I€Ch Thl MOXKEIIb Y3HATh
0 0€30IMacHOCTH B CETH MOHSITHBIM U JOCTYITHBIM SI3BIKOM, a TIPM BO3HUKHOBEHHUH
KPUTHYECKON CUTyalluM OOpAaTUTBhCSA 3a COBETOM. A Takke NMPUHATH ydacTHE B
KOHKYpPCax M CTaTh CaMbIM IIU(PPOBLIM I'pakJaHUHOM !
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